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Request under Freedom of Information Act 2000
Thank you for your request for information which we received on 12 October 2018.
| am pleased to confirm the following.

1. Are you aware of the Minimum Cyber Security Standard, published 25th June 20187
a. Yes
b. No

2. What is your annual dedicated budget for cybersecurity (including personnel and technology)?

The Trust does not have a specific budget for Cyber Security, however we do have 2 Cyber Security staff
and invest in systems via capital investment.

a. £10,000 or less

b. £10,001 - £50,000

c. £50,001 - £100,000

d. £100,001 - £500,000

e. £500,001 - £1,000,000

f. £1,000,001 - £5,000,000
g. £5,000,001 - £10,000,000
h. £10,000,001 or more

3. Approximately how many cyber-attacks (of any kind) have you experienced in your organisation
in these 12-month periods?
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4. Which of the following attack / cybersecurity threat types have been detected by your
organisation? [Select all that apply]

a. Hacking

b. Phishing
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c. Malware

d. Ransomware
e. Accidental/careless insider threat
f. Malicious insider threat

g. Foreign governments
h. Crypto mining

i. Other, please specify:

N/A

5. Which of the following form part of your cybersecurity defence technology strategy? [Select all
that apply]

a. Firewall

b. Antivirus software

c. Network device monitoring

d. DNS filtering

e. Malware protection

f. Log management

g. Network configuration management

h. Patch management

i. Network traffic analysis

j. Multi-factor authentication

k. Network perimeter security solutions

I. Employee training (whole organisation)
m. Employee training (IT team)

n. Other, please specify:

The Trust has decided to withhold this information on the basis of the exemption in Section 36(2)(c) of the
Freedom of Information Act. Section 36(2) - (prejudice to effective conduct of public affairs) This information
is being withheld due to the risk associated with revealing information that could be used to compromise
the security of infrastructure, systems and information.

6. Which of these obstacles has your organisation experienced in maintaining or improving IT
security? [Select all that apply]

a. Competing priorities and other initiatives

b. Budget constraints

c. Lack of manpower

d. Lack of technical solutions available at my agency

e. Complexity of internal environment

f. Lack of training for personnel

g. Inadequate collaboration with other internal teams or departments

h. Other, please specify:

MKUH is very supportive of IT/Cyber Security. These are not seen as obstacles.

You are advised that this information is provided in accordance with the Freedom of Information Act 2000
and is for your personal use. Any re-use of this information will be subject to copyright and the Re-Use of
Public Sector Information Regulations (1st July 05) and authorisation from Milton Keynes Hospital NHS
Foundation Trust will be required. In the event of any re-use, the information must be reproduced
accurately and not used in a misleading manner.



If you are unhappy with the information received in response to this request, please address your complaint
to the Patient Affairs Office at Milton Keynes Hospital NHS Foundation Trust, Standing Way, Eaglestone,
Milton Keynes MK6 5LD. If, after exhausting our internal process, you are still unhappy with the information
received, you may write to the Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow,
Cheshire SK9 5AF.

If you need any further assistance, please do not hesitate to contact us at the address above.

Yours sincerely,

Freedom Of Information Co-ordinator
For and on behalf of Milton Keynes Hospital NHS Foundation Trust

Any re-use of this information will be subject to the
‘Re-use of Public Sector Information Regulations’ and best practice.




