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Request under Freedom of Information Act 2000
Thank you for your request for information which we received on 12 July 2018.
| am pleased to confirm the following.

Q. What percentage of emails that your organisation receives are fraudulent —i.e. phishing
messages, BEC (business email compromise) attacks, CEO Fraud, malware laden, etc.

>1 %

Q. What is the most common type of fraudulent email/cyber-attack that your organisation
receives?

Don’t Track

Q. Has your organisation suffered financial loss in the last 12 months as a direct result of a
faked email message being received that tricked an employee into sending money via wire
transfer?

No

Q. Has your organisation had a device/system infected by ransomware in the last 12
months that was delivered via email:

No

Q. Do you use the domain-based message authentication, reporting and conformance
protocol (DMARC) to block fake emails being spoofed to appear as if they have been sent
by your company/organisation:

Yes

Q. Are you aware if your organisation/brand has ever been ‘spoofed’ and used by
scammers to send emails trying to trick people

Don’t Track

Q. Do you publicise externally how a member of the public can check an email
communication with your organisation to determine if it is fake?

No
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asked to participate in a clinical trial. Please speak to your doctor or nurse if you have
any concerns.


http://www.mkhospital.nhs.uk/

Q. Do you publicise internally how a member of your workforce (including third party
suppliers) can check an email communication with your IT/Security team to determine if it is
fake?

Yes
Don’t track

Q. Do you provide a report button within your email system for end users to report phishing
emails?

No

Q. Does your organisation have a SOC (Security Operations Centre) or IT security team?
Yes

Q. Do you have a secure email gateway?

Yes

You are advised that this information is provided in accordance with the Freedom of Information
Act 2000 and is for your personal use. Any re-use of this information will be subject to copyright
and the Re-Use of Public Sector Information Regulations (1st July 05) and authorisation from
Milton Keynes Hospital NHS Foundation Trust will be required. In the event of any re-use, the
information must be reproduced accurately and not used in a misleading manner.

If you are unhappy with the information received in response to this request, please address your
complaint to the Patient Affairs Office at Milton Keynes Hospital NHS Foundation Trust, Standing
Way, Eaglestone, Milton Keynes MK6 5LD. If, after exhausting our internal process, you are still
unhappy with the information received, you may write to the Information Commissioner's Office,
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.

If you need any further assistance, please do not hesitate to contact us at the address above.
Yours sincerely,

Freedom Of Information Co-ordinator
For and on behalf of Milton Keynes Hospital NHS Foundation Trust

Any re-use of this information will be subject to the
‘Re-use of Public Sector Information Regulations’ and best practice.




